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The construction of families of regular expanding graphs is a well-known problem in Spectral
Graph Theory. Researchers are looking for families of connected q-regular graphs Gi with the
sequence of second largest eigenvalues λi bounded away from q.

The design of families of q-regular graphs with large girth of order vi, where the length of
the minimal cycle g is grows proportionally to logq−1(vi), is an important problem in extremal
graph theory.

Only a few families of graphs with large girth that are also expanding graphs are well-known.
For applications, families with arbitrarily large degree turn out to be very useful. Specialists in
informatics have selected the following 3 families for use in Computer Science: Cayley Ramanu-
jan graphs constructed by G. Margulis [1] and investigated Lubotzky, Philips and Sarnak (see
[2]) , Pizer's Ramanujan graphs of Cayley type [3] and graphs CD(n, q) de�ned by F.Lazebnik,
V. Ustimenko and A. Woldar [4]. The �rst historical application of these families was in the
constructions of Low-Density Parity-Check codes for satellite communications. Studies of the
properties of these codes demonstrate that graphs CD(n, q) o�er advantages compared to the
aforementioned Ramanujan graphs [5].

Other applications is about the usage of these graphs in the construction of stream ciphers.
Ciphers based on graphs CD(n, q) has advantage because they have essential resistance to
adversarial attacks with the knowledge of some plaintexts together with the corresponding
ciphertext (see [10] and further references).

In our talk we discuss the applications of expanding graphs in the construction of Message
Authentication Codes (MACs), comparing the usage of Cayley Ramanujan graphs and Pizer's
graphs [6], [7] with applications of CD(n, q) graphs [8], [9]. Finally we present a new family
of MACs based on CD(n, q) graphs and their generalizations proposed in [10]. We discuss the
advantages of the new algorithm compared to the previously previously known ones.

The need for further research into cryptographically stable MACs, i.e. key dependent hash
functions - is caused by cybersecurity challenges, the expansion of the global information space,
expectations of quantum computers appearance and the development of blockchain technolo-
gies, which require the hashing of data of arbitrary size with its transformation into sequences
of bits which form digests of the so-called blockchains. The proposed algorithms, which are
sensitive to document modi�cations, will be used for cyberattack detection and auditing of all
�les after an intrusion has been detected. The proposed algorithms can process data in the
form of text, audio and video �les, �les with various extensions such as .avi, .tif , .pdf , etc. The
algorithms can generate digests of already encrypted �les, enabling integrity checks without
description. The proposed digest generation methods have a stream-based nature, the speed
for constant m is linearly dependent on variable n. The growth of n increases the cryptographic
stability.
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